Online Safety Newsletter #2
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'| learned that you should always
follow PEGI ratings and then you
should never go on an APP your
friend recommends if you need to
be an age older than what you
are.'

‘Today | learned that if you delete
something online it is still there so
never post things you shouldn't.’

Remember to SHINE online!

Stay the same person on and offline

ﬂave fun

I will tell a trusted adult if something upsets me

N ever friend a stranger

Explore safely

#WakeupWednesday

mALL FUN AND GAMES ?

Online Safety Day- 11/02/2022.

Last Friday, the children participated in our yearly Online
Safety Day, the topic was centred on ‘All fun and games-
exploring respect and relationships online.” The day
started with an assembly led by our amazing Cyber
Ambassadors and a Kahoot quiz on online safety
scenarios. The Cyber Ambassadors did a great job
presenting and | am very proud of them! A big well done
to the winners, who were 5M (not a fix | promise!) The
children then undertook a range of practical activities in
their classrooms, from making online safety quizzes on
scratch, safety snakes and online ladders, animations
and much more! We also had the privilege of a PCSO
visiting all classes in the morning. This gave the children
a chance to ask any questions on being safe in the
community. If you want to know more about the day,
please ask your children as | am sure they will be keen to
share.

Here are some quotes from children about the day:

Today has taught me what | should be doing online and it showed
me games and APPs that | shouldn't be on.’

'| learned that you should always ask an adult before getting an APP.
Even if your friend says an APP is good, that doesn't matter if
you shouldn't be on it

'| learned that you should never meet up with people you don't know
online and always tell your parents where you are going.”

Attached on the next page

Our guides/ top tips for WhatsApp and
Youtube. Happy half term and remember
to be safe online!
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CREATE A SAFE PROFILE
Even though somebody would need your child’s phone number
to add them as a contact, as an extra security measure we
suggest altering their profile settings to control who can see
their profile photo and status. The options to choose from are
‘Everyone;‘My Contacts’and ‘Nobody We suggest selecting‘My
Contacts’ or‘Nobody’ to ensure their profile is protected.

EXPLAIN HOW TO BLOCK PEOPLE

Top Tipsp
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REPORT SCAM MESSAGES
Advise your child not to tap, share or forward any message that
looks suspicious or sounds too good to be true. When your
child receives a message from an unknown number for the first
time, they will be given the option to report the number as
spam directly inside the chat. They can also report a contact or
a group as spam using the following steps: 1) Open the chat.
2)Tap on the contact or group name to open their profile
information. 3) Scroll to the bottom and tap ‘Report Spam.

LEAVE A GROUP

If your child is part of a group chat that makes them feel

DELETE ACCIDENTAL
MESSAGES
If your child has sent a message to the wrong chat
or if a message they sent has contained a mistake,
they can delete it. To do this, simply tap and hold on
the message, choose ‘Delete’ and then ‘Delete for £
everyone! The app allows seven minutes to delete the
message after it has been sent, but it is important to
remember that recipients may have seen and screenshota

message before it was deleted.
messages, calls or attachments from a contact,

If your child has received spam or offensive

they should block them. Messages and status
updates sent by a blocked contact will not
show up on the phone and will stay

uncomfortable or has been added to a group they don’t want to
be part of, use the group’s settings to show them how to leave.
If someone exits a group, the admin can add them back in once,

SET TIME LIMITS

A 2017 study found that by the age of 14 the average child
will have sent more than 35,000 texts, 30,000 WhatsApp
messages and racked up more than three solid weeks of

video chat. Although it is inevitable that your child will use

you can still set ies. This is not easy,
especially since teens use their devices for both
schoolwork and free time, often simultaneously.

undelivered. Blocking someone will not
remove this contact from the contact list -
they will need to be removed from the phone's
address book. To block a contact, your child
needs to open the person’s chat stream and
tap on the settings.

If they leave again, they cannot be added again.

USING LIVE LOCATION SAFELY
If your child needs to use the ‘Live Location’ feature to share
with you or a friend, advise them to only share it for the amount
of time they need to. WhatsApp gives the options of either 15
minutes, one hour or eight hours. However, your child can
choose to stop sharing at any time.
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YouTube ks an online platform - owned
by Google -where anyone can upload &
watch video content. All different types of
information, advice & entertainment are
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wat:h, rate BEcommentonit. Asa parent, Tromyy youw (V) Gres. 8 sues Yo sl gion's wwvm satuviatod 35 sum &
it's important you understand exactly what HESEERS IR AVMY MAPL SU S DDTRA PN SHO, I nt

(ont.nt Yo“r(hildmn mightb‘: Wing. be anabied 3 the st 0 pe meru an asch ncl vidusl dewics.
CHANGE WHO CAN SEE VIDEOS

Yoru can change wae can v prar (hld 5 comtent n e
st Ly, O pwers bom hadbe Pal bo Lavadabin Go oB, Prteain
Sl ARl IARAS 1l et e o Chans B wiTh & Cam ok e
ared) oy Lobsed |os s inbite 34 pod pie yos ¢

& £37 be shared further

BLOCK CONCERNING USERS
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CREATE A ‘FAMILY’
GOOGLE ACCOUNT
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APPLY ‘RESTRICTED MODE'
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GET YOUR OWN ACCOUNT
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GET TO KNOW POPULAR
CHANNELS
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DON'T ASSUME YOUR
CHILD IS TOO YOUNG
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SHARING VIDEOS RISKS -

YOUR CHILD'S PRIVACY
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